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CormnacHo poccuiicknM CTaHAapTaM B 00J7aCTH MEHEDKMEHTa HH(OPMAIMOHHON Ge30macHo-
ctu (M1B), ABIsOIMMCS ayTEeHTUYHBIME MEXIyHApOAHBIM CTAaHAApTaM, TakuM Kak [1, 2], op-
raHM3alys Ha PEryNspHON OCHOBE JOJDKHA OCYLIECTBIISITH BHYTPEHHMH ayJUT CHCTEMBI Me-
HEJDKMEHTa MH(POPMALMOHHON 0€30MacHOCTH. AyIUT — 3TO HE3aBHCHUMask POBEPKA U OLICHKA
JIeATEeNbHOCTH OPraHU3alHU IIyTeM aHalh3a M OLEHKH IIPOLECCOB, IPOEKTOB, OTYETHOCTH,
MPOMYKTOB. AyIOHT, KaK BHI AESITCIBHOCTH, HE SBILIETCSA CTATHYHBIM, HEU3MEHHBIM, OH JBO-
monmorupyeT. C TOUKH 3peHHs BEAYIIUX MEXTyHapOIHBIX ayIMTOPCKUX KOMIIAHUM, B 4acT-
HocTH [3, 4], COBpeMeHHBIH JTal 3BOMIOLHNHN AyJNTa — 3TO IIEPEXO] OT PEAKTUBHOCTH (BBISB-
JICHUE HEJIOCTAaTKOB MOCT(HAKTYyM) K NPOAKTHBHOCTH (IIPE/ICKa3aTeIbHOCTh PE3YJIbTaTOB JIei-
CTBUH MIIM COOBITHH 10 MX 3aBeplieHMs). BepHOCTh yTBepKIEHMS A POCCHHCKOrO BHYT-
peHHero ayauTa noAreepxkJeHa uroramu 1X HaunmoHanabHON HayyHO-NPAKTHYECKOH KOH(e-

* Crarpa noxyuena 12 nexadps 2020 r.



Asmomamusayus obpabomku 0annwlx 6 npoyecce ayouma uHGopMayuoHHou besonacnocmu

65

pennuH [5]. JIBwkeHue K MPOAKTUBHOCTH B ayAUTe OIpPENENsieT aKTyaJbHOCTh CIIEMYIOIIHX
3ajau:

1) o6paboTka mo 100 % mHGOpManUH, TOPOXKIAEMOH AESATESIBHOCTHIO, HAXOIAIIEHCS B HOKY-
ce BHUMAHUS ayJUTa;

2) obpaboTka HHGOPMALMHU B peIKUME, OIU3KOM K OHJIAIH;

3) HaJIMYMe MOLTHOTO HHCTPYMEHTAPHS JUIS aHAJIN3a JAHHBIX U MOJGJIMPOBAHMS HA UX OCHOBE
JaJbHENIIero pa3BUTHA UCCIIETYeMBIX COOBITHH, a Takxke 00JafaHUE COOTBETCTBYIOIIUMH
HaBBIKAMH PabOTHI C HUM y ayJUTOpPOB.

ITpu mpoBeneHNH NPOBEPOK y ayAUTOpa BO3HHKaeT auwieMMa. C 0JHOU CTOPOHSBI, OH 00s3aH
IPEJOCTaBUTh BIIaJeIbIaM / aKI[OHEepaM / pyKOBOACTBY OpPTaHW3AIMH JaHHBIE, MaKCHMallb-
HO NPUONIDKEHHBIE K JOCTOBEPHOMY COCTOSIHHIO TpoLeccoB MeHepkMenTa Ub, nadopmanro
0 BBIIBJICHHBIX HEJOCTaTKax M PEKOMEHIAIMAX N0 HX ycTpaHeHuio. C qpyroii CTOpPOHBI, Bpe-
Msl POBEPKH JKECTKO OrPaHMYCHO; BHI'PY3Ka MCXOAHBIX TAHHBIX U3 MH(MOPMAILMOHHBIX CH-
CTeM OpraHH3alMH 3aHUMAaeT 3HAYUTEIBHOE BPEMS; OTydaeMble U3 Pa3IHIHbIX HH(pOpPMAIH-
OHHBIX CHCTEM H JPYTHX HCTOYHHKOB JaHHBIC HMMEIOT Pa3IHMYHbIE, HE BCETZAA CTaHAApTHEHIC
(hopMaThl; UCHONIB3YEMbIH HHCTPYMEHTapHil UMEeT HEeOCTaTKH, IIOCKOJIBKY HauOoIee 4acTo
ucrons3yeMsie B pabote amexrponuble Tabmunsl (MSExcel, LOCalc) B cuiy BHYTpeHHHX
OrpaHHYEHHIT y)Ke He B COCTOSHUY 00ecrieynTh TpeOyeMblii GyHKIHOHAI.
BeienpuseneHHbIe, a Takke Ipyrue GakTophl, HAIPUMEP: HeXKeNaHue COTPYAHUYATh, CKPBI-
TOe NPOTHBOJCHCTBHE IMEpPCOHANa IPOBEPSEMOIl OpPraHU3aIMH, OIEHKAa pabOThl ayaUTOPOB
TOJBKO MO KOJMYECTBEHHBIM IOKa3aTeNsIM (KOJIMYECTBY HAaOIIOAEHMII MU IO BPEMEHH, 3a-
TpaueHHOMY Ha OJJHO HaOIIOJEHHE) — YKa3bIBAIOT HA TO, YTO MPOBEPKH OCYIIECTBISIOTCS 10~
BepxHOCTHO. [Ipy 3TOM HemocTaTku B mporeccax MeHepkMeHTa b Moryt GbITh 0OHapyxe-
HBI, OTHAKO OOBSCHUTH MX NPUPOAY U JaTh JCHCTBEHHbIC PEKOMEHIALMN OU3HECY ayIuTopy
CTaHOBUTCS 3aTPy THUTEIIBHO.

Kak pesynbrar, onpenenennas 8 [OCT UCO/MOK 27002-2012 uenb HE3aBUCHMBIX MPOBE-
POK — «oOecHedyeHne yBEpeHHOCTH B COXpaHSIOIEeHCs pabOTOCHOCOOHOCTH, aJeKBaTHOCTH
n 50(EeKTUBHOCTU MOAXOJa OpraHHM3alM K MEHEeDKMEHTY HH(pOpPMAIUOHHOI Oe3omac-
HOCTH» [2] — HE MOXKET OBbITh JOCTUTHYTA.

OnHHUM W3 BapHaHTOB yCTPAHEHHs] HEKOTOPHIX U3 BBIILICHA3BAaHHBIX HEJOCTATKOB SIBIISETCS
IPHMEHEHHE B X0JIe ayJUTOPCKUX MPOBEPOK IIPOrpaMM, pa3pabOTaHHBIX CAMHMH ayaUTOpa-
MH U HpeJHa3HAYEHHBIX Ul OIEPaTUBHON OOpabOTKH JaHHBIX, — TaK Ha3bIBaeMas «Malas
aBTOMaTH3alusA». [10q00HBIH MOAXO, XOTS U ABIISLETCA HH30BBEIM 3BEHOM B IEIH aBTOMATU-
3allUH ayJUTOPCKHX IPOLENYp, TEM He MeHee HaXOMUTCS B PaMKaxX ITapaJurMbl Pa3BUTHS
ayauTa B HaIpaBJIeHHH POOOTH3AIUH IPOLENYpP U MIPUMEHEHHUS UCKYCCTBEHHOTO HHTEIUICKTa,
0 4eM TOBOPMTCS, Harpumep, B pabdorax [3, 6, 7], a Takxke NMOATBEPKIACTCA Pe3yJbTaTaMU
KOH(epeHLU MHCTUTYTa BHYTPEHHHUX ayaUTOPOB [8].

KaroueBble ciioBa: ayauT, ayaut HHGOpMaIMOHHON Oe3onacHoCTH, HH(OpMalMoHHas 6e30-
[IaCHOCTb, aBTOMaTH3anus, Python
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1. OIMCAHMUE 3AJAYHN

CoBpemenHas cucrema ynpasieHus Vb 6asnpyercs Ha mepeyHe opraHH3aIH-
OHHO-TEXHHYECKHX TpeboBanmii 1B, MHOTAa Ha3bIBaeMbBIX, HAPHMEp, «COCTaB U
comepxanne mep mo obecneuennto Oe3omacHocTm» (OTT). OTT mns ymobera
OOBIYHO MPEACTABILIIOTCS B BHAE TaOmui. B kadecTBe WILTIOCTpAIMU MOXKHO IPH-
BecTH cooTBercTByromue ctangaptel mo MB-NISTSP 800-53 «Securityand Privacy
Controls for Federal Information Systemsand Organizations» [10], a Ttakxe
T'OCT P 57580.1-2017 «Hauuonanbnerii crangapt Poccuiickoit denepanuu. bes-
OIaCHOCTH (PMHAHCOBBIX (OaHKOBCKHMX) omepanuii. 3amura nHpopmManui GrUHAHCO-
BBIX OpraHusalnui. ba3oBelil cocTaB OpraHM3allMOHHBIX M TEXHUYECKUX Mep» [11],
00 JOKyMEHTHI TOCYAapCTBEHHOTO peryiisitopa B uie PenepanbHoil ciIyKObI 1Mo
TEXHHYECKOMY W dKCHepTHOMY KoHTpoito: [Tpukas ot 25.12.2017 Ne 239 «O06 yr-
BEpXKIEHUN TpeOOBaHMI IO oOecnedeHnio Oe30MacHOCTH 3HAYMMBIX OOBEKTOB
KpuTHYeCKOW mH(OpMAIMOHHOH HHPpacTpyKTyphl Poccuiickoit @eneparmm» [12],
Ipukaz ot 18.02.2013 Ne 21 «O06 yTBEep)KIEHHH cOCTaBa M COJEPKaHHUS OpraHu3a-
LUOHHBIX M TEXHHYECKHX MEp MO0 OOECHEeYeHHIO Oe30MacHOCTH IEPCOHAIBHBIX
JAHHBIX MpH WX 00paboTKe B MH(POPMALMOHHBIX CHCTEMaX IMEPCOHANBHBIX IaH-
HeIX» [13]. OTT oprarmu3anuii 9acto GOPMUPYIOTCS B aHAIIOTHIHOM BHJIE.

B kauecTBe mpuMmepa IpHBEJEM OLIEHKY CTEIIeHH BBIMOJIHEHHSI OJHOTO M3 Tpe-
OoBaHuil — «3amuUTa OT BPEJOHOCHOTO KOJa» — HEKOeH OpraHM3alii B €ro IMpo-
CTEHIlIeM BapHaHTe: «Ha BCEX KOMITBIOTEPaX NOJDKHO OBITh YCTAHOBJIEHO M (DyHK-
LMOHUPOBATh aKkTyasbHoe aHTHBHUpYcHOE [10» ¢ momoripio HeOOIBIION Mporpam-
MBI COOCTBEHHOU pa3paboTKH.

Ipu cranmapTHOM MOAXOE MO 3ampocy aynuropa UT-cmyxba momxHa mpemo-
CTaBHUTh aKTyaJbHYI0 MH(OpMaImio o cocraBe KOMIbIOTepoB, Mb-coyxba — akTy-
anpHble 0T4eThl ABITIO. CpaBHeHMe nepedHell KOMIBIOTEPOB B MOMy4eHHbIX OT UT
n Vb naHHBIX MHOTJA NMPUBOIWT K «CTPAHHOMY» PE3yJbTaTy: OHH HE COBIajaroT!
Ecnn xe NOMOMHHUTENBHO NMPOBECTH NPOCTEHINEe CKAHMPOBAHHE CETH Ha TPEAMET
00OHapyXeHHsI aKTHBHBIX XOCTOB, Hal[pUMeEp, C MOMOIIBI0 KOMaH bl ping, TO MOXHO
TIOJTyYHTh elle OoJiee MHTEPECHBIN pe3ysbTaT: Bce TpH MaccHBa, HazoBeM nx SCCM,
AV u Scan, He IPOCTO HE COBIAAAIOT, HO U UMEIOT 3HAYUTEbHBIE PACXOXKICHMSL.

WHCTpyMEHTOM «Mayiol aBTOMAaTH3alWU» BHIOpAH SI3BIK MPOrPaMMHPOBAHHMS
Python 3, sBanstromuiicst 0O4eHb MPOCTHIM JUISL M3YYEHHMS, YIOOHBIM JUIS pa3pabdoTKH
n ornanku [1O (ocobeHHO mpu ucmonb3oBaHMU Jupyternotebook u3 makera
Anaconda), nmerommuii 60O KOJMYECTBO pa3paOOTaHHBIX OMOJIMOTEK M ITaKe-
TOB TIO Pa3NIMYHBIM HalpaBieHUsIM 00paboTky MHpOpMay U ee aHanuza. Kpome
TOT0, HEOOXOANMO OTMETHTh €ro Kpocc-IaT()OpMEHHOCTh M BO3MOXHOCTh CO3/1a-
BaTh WCIONHSEMBbIE (Gaiiapl uId padodynx MecT, HE HMEIOIINE YCTAHOBJIEHHOTO
Python.
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2. PEAJIN3AIIUA

[Tporpamma «Masoi aBTOMAaTH3alUM» ayJUTOPCKON MPOLEAYpPHI OLEHKU CTe-
TICHN BBITTOJHEHUS TpeOoBaHUs «3aluTa OT BPEJOHOCHOTO KOJa» MOMHMO CTaH-
JApTHBIX MOJIyJeH 3arpy3kud OMOIMOTEK, OIpeneNeHHs MEPEeMEHHbIX M (DYyHKIUH
COCTOMT W3 MOIYJIEH MOJICKa3KH, MOJrOTOBKH KOMaHJ CKaHHPOBaHHA CETH, 00pa-
OOTKH M COXpaHEHHs Pe3yJIbTaTOB CKAHUPOBAHMUS, aHAIN3a PE3YIIbTATOB.

Huxe npuBeneHO KpaTKoe OMUCAHUE OTJENBHBIX MOJyJIeH MpOorpaMMBbl B BUAE
MO3TAITHOTO BHITTOIHEHHS.

Jran 1. [ToaroToBKa JaHHBIX JJIs1 CKAHUPOBAHHUS

HcxonHble NaHHBIC TPEICTAaBICHBI B BUae (Haiiia AIEeKTPOHHBIX TaOJIHIL
(MSExcel mmn LOCalc) u BKIIOYAIOT MepeueHb MOAceTed, KOTopble OyAayT Moi-
BEpKEHBI HCCIeOBaHUIO. B Tabn. 1 mpezcraBieHa 4acTh MEPEYHs, BHITPYKCHHAS
n3 SCCM. [Ins ananusa gocrtaTouHsl Todapko [P-agpec moacetu u mMacka. C uemnpio
MUHUMH3AIAN pa0OTH B KAYeCTBE HHIMKATOPA BBHIOOPA MTOICETH MIPUHATO PEUICHUE
HCIIOJTIB30BATh IBET 3ar0JIOBKA: ayIUTOP YCTaHABJIMBAET I[BET MIpU(TA 3arojI0BKa, a
3aTeM IIOMeYaeT HHTEPECYIOMINE TIOACETH TEM K€ IIBETOM.

Tabauma 1

IlepeuyeHnb BLIOpaHHBIX NOACETEl

IMoncern IP Macka IP-noacetu
10.100.0.0 24
10.100.100.0 24
10.100.104.0 24
10.100.106.0 24
10.100.110.0 24
10.100.111.0 24
10.100.112.0 25
10.100.113.0 24

Jran 2. 3anycKk CKaHMPOBAHUS

[Ipu 3amycke mporpamMMbl NMPOM3BOAUTCS 3arpy3ka OHMOIHOTEK, ONpeielieHHne
KOHCTaHT U QyHkuumi. [Tockoabpky mporpamMma yHuBepcaibHa uia Linux u Win-
dows, To Ha 3tame 3arpy3ku ompenenstorcs T OC U CTPOKH CTaHAAPTHBIX KO-
Manp fping s HEUX:

importos
importre# Heobxodum 0118 noucka yugp B cmpoke
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import chardet # paboma c pa3sHbimu KodupoBkamu mekcma
import ipaddress # paboma c IP-adpeccamu
from sys import platform # onpedeneHuemunaOC
if platform == "linux" or platform == "linux2":

workPath = "/root/Python/Pinger" # Linux

0S = 'Linux'
elif platform == "win32":

workPath = "C:\\Python\\Pinger\\" # Windows
0S = 'Windows'

"

Q
3
Q
~
I}

"fping -Adegs # komaHOa 0nAa Linux Bepcuu
Cmd2 = "fping -A -n 1 -f -g " # komaHda 014 Windows Bepcuu

def ipCorrect(sIP, msk): # obpabomka IP-adpecoB
ipNet, ipSubNet, ipSSubNet, ipAdr = sIP.split('.")
ipm = int(msk); ipl = 32 - ipm; 1ipcorr = 2**ipl
ipn = int(ipAdr); ipn = ipn + ipcorr
if ipn >= 255:

ipn = 255
iptext = 1ipNet + '.' + 1ipSubNet + '.' + 1ipSSubNet + '.' +
str(ipn)
returniptext

Iran 3. Iloackazka

st uHGOPMUPOBAHUS TIOJIB30BATENs 0 paboTe ¢ MPOrpaMMON COOTBETCTBYIO-
mrasi nHGopMauus codpaHa B OTACIBHBIN (a1 i B cilydae HEOOXOIUMOCTH BBIBO-
JUTCS Ha KpaH B MOJyJIe TOoAcKa3Kku. CIIOXKHOCTh pabOTHI ¢ MTOACKA3KOH B HEOOXO-
JUMOCTH OTIpeIeIeHUs] KOOUPOBKH (paiina moackasku ais pazmunaabix OC:

print( 'HyxHa nomows (y)?')

yes = input()

if yes == 'y’ or yes == 'Y':
fnHLp = r'fping.help. txt
helphandle = open(fnHlLp, 'rb"')
helpdata = helphandle.read()
result = chardet.detect(helpdata)
charenc = result['encoding']
helphandle.close()

helphandle = open(fnHlp, 'rt', encoding = charenc)
for Line in helphandle.readlines():

print (line)
helphandle.close()



Asmomamusayus obpabomku 0annwlx 6 npoyecce ayouma uHGopMayuoHHou besonacnocmu 69

Irtan 4. [loaroroBka KoMaHj

KomanaHblii MOy b NIpeaHa3HAYeH JJISl CO3/IaHMsI MacCHBa KOMaHJI CKaHUPO-
BaHMS 0 BBHIOpaHHBIM NojceTs M. Kakiasi KoMaHaa OCYIIECTBISIET BBIBOJ, PE3yJib-
TaTOB B OTACIHHBIN TEKCTOBEIH (aii.

Komanna dopmupyercst COBOKYIHOCTBIO OIHOW M3 mepeMeHHbIX — Cmdl nn
Cmd2 (8 3aBucumoctu ot OC) — u mobasieHreM [P, cOOTBETCTBYIOMIETO IO IBETY
3aroJIOBKy IepedHs Imojcereid, u ero macku. [Ipensapurensro IP n macka mpose-
psroTcs Ha Hammuue omuoOok (IP HempaBmmeHOTO QopmaTa, Macka HE YWCIIO WA
YHCII0 BHE mpenenoB ot 24 mo 32). [lepedeHp KOMaH] ¢ TapaMeTpaMu pa3MenaeTcs
B criucke netCtrl:

# npoBepka ¢opmama macku
msk = re.findall(r'\b\d+\b', str(ws.cell(x,2).value))
maska = int(*msk);
if maska <= O or maska > 32:
if maska < 24:
maska = 24

# npoBepsem IP
IP = str(ws.cell(x,1).value); IP2 = IP
ipNum = int(ipaddress.ip_address(IP))

try:
flag = True
except:
flag = False # print("HenpaBunoHeili IP")

# onpedensemcs
if flag == True:
# uma ¢alina O0nsa pe3ynbmama ckaHupoBaHuA oO0HoU KomaHOoU

fileName = commandTime + "--" + IP + "@" + stMaska + ".txt"
if 0S == 'Linux':
Command = Cmd1 + " " + IP + "/" + str(maska) + "

> " + fileName
elif 0S == 'Windows':
IP2 = ipCorrect(IP, maska); Command = Cmd2 + " "
+ IP + "/" + IP2 + " -L " + fileName
else:
Command = Cmd1 + " " + IP + "/" + str(maska) + "
> " + fileName
netCtrl.append([[Count], [IP], [maska], [Command],
[fileName]])
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Iran 5. CkannpoBaHue nojacerei

CkaHMpOBaHKE OCYIIECTBISIETCS IMyTeM 3amycka B Bujae shell-komann uz me-
peunst netCtrl, cpopmupoBaHHOro B npenptynieM Moayie. Cpasdy 1o 3aBepUICHUH
CKaHWPOBAHUS TOACETH M 3allUCH Pe3yJIbTaToB B (ailyl MOCIeHUH MoIBepraeTcs
00paboTKe Ha TIpeMET ONpPEeICHHs OTKIMKHYBIIMXCSA XOCTOB. Pe3ynbraTel 3aHO-
csatcst B cucok Host ¢ mocnenyromei 3anmucbio B (ailin 2IeKTpOHHON TaONUIIbD
(tabmn. 2). Maccus Scan chopMHpOBaH:

# udem no komaHOam

for 1 in range(Count):
cmdLine = str(netCtrl[i][3])
cmdLine = cmdLine[2:-2]

os.system(cmdLine)

# omkpeime txt-¢alin c fping'amu

with open(fileName) as txtF:

Host = []; IPv4 = []; Answ = []; Tim = []; Scan = []
for Lline in txtF:

1f0S == 'Windows': # obpabomka pe3ynemamo8 npu OC Windows
else: # Linux - obpabomka pe3ynbmamoB8 npu OC Linux

Host.append(LstIP[0]); IPv4.append(lLstIP[1]); Answ.append(lstIP[2]);
Tim.append(LstIP[3]); Scan.append(scanTime)

TaO0auma 2

PesyabTatel ckanupoBanus B cpege OC Windows

Host IP Answer Time

10.10.121.1 10.100.121.1 is alive 2.53 ms
10.10.121.6 10.100.121.6 is alive 2.25 ms
10.10.121.7 10.100.121.7 is alive 2.89 ms
10.10.121.12 10.100.121.12 is alive 3.71 ms
10.10.121.22 10.100.121.22 is alive 0.92 ms
10.10.121.23 10.100.121.23 is alive 19.7 ms
w-ia-0009.sib.local 10.100.121.27 is alive 6.40 ms
itc595.sib.local 10.100.121.31 is alive 1.63 ms
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OxoHuanue Tabmn.2

Host IP Answer Time
10.10.121.41 10.100.121.41 is alive 0.62 ms
10.10.121.42 10.100.121.42 is alive 1.10 ms
10.10.121.49 10.100.121.49 is alive 0.85 ms
4515.sib.local 10.100.121.52 is alive 0.53 ms
2533.sib.local 10.100.121.57 is alive 0.66 ms
xrx9c934e182b8c 10.100.121.59 is alive 0.77 ms
10.10.121.60 10.100.121.60 is alive 3.43 ms
w-1a-0057.sib.local 10.100.121.67 is alive 0.70 ms
w-1a-0058.sib.local 10.100.121.68 is alive 0.78 ms
10.10.121.75 10.100.121.75 is alive 0.25 ms
1500.sib.local 10.100.121.81 is alive 0.57 ms
osvetl.sib.local 10.100.121.83 is alive 1.04 ms
10.10.121.253 10.100.121.253 is alive 0.25 ms
10.10.121.2 10.100.121.2 is unreachable
10.10.121.3 10.100.121.3 is unreachable
10.10.121.4 10.100.121.4 is unreachable
10.10.121.5 10.100.121.5 is unreachable

Jtan 7. C60p MaccuBOB

COop MaHHBIX 10 KOHTPOJUPYEMbIM KommbioTepaM (MaccuB SCCM) U KOMITb-
10TepaM, Ha KOTOopble pactpoctpaneHo aeiicteue ABIIO (maccuB AV), B enuHyio
3JIEKTPOHHYIO TAOJHUIy ¢ MACCHBOM Scan HEOOXOIMM HCKIFOUUTEIIBLHO VIS YA00-
cTBa paboThl. COOp OCyIIEeCTBISETCS, HAIpUMep, CpelcTBaMH paboThl ¢ daitnamu
excel, B yacTHOCTH openpyxl, ¥ TpyIHOCTH He mpeacTaBisieT. BaxHo Tombko obec-
MIEYNUTH HATMYHE 005A3aTENFHBIX CTOJIOIOB, TaKUX Kak [P, m cooTBeTCTBYIOMIEE Mac-
CHUBY cocTosiHHE XocTa (puc. 1-3).

He6onpmyto npobieMy TMpeacTaBiIseT OYHUCTKA MaccHBa Scan OT XOCTOB, HE
SIBITIOLINXCS  KOMIBIOTEpaMH  (TENIEKOMMYHHKALIMOHHBIE W TepudepHuifHbIe
YCTPOHCTBA).
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A B B ) 3 3 G H i ] X ™
flocn. axoa. Maxerss | Copuiinss | Mponaso Mawars
. Viun xommsioreps Noacen. owen __|Onepauonnan cucrewa Mogens Mpouscco Mpoue
N ks = = | romsomumen, | AcMen _[Onepau “losnonner _ | iinom _ | awrer | VA" | (Kbyte - i -
chasss~ [system
66 (10100110117  |NEELW-0767 10.100.110.0 sidomenru [MCrOSOft Windows 7. \Service ey frvan fact [pske | 4193400|MEAR) Core(TM)2 Duo CPU
Npodeccuonansias [Pack 1 £8400 @ 3.00GHz
Number _|urer
Chasss[system [system
67 |10100110.018  |NEELW-0768 10.100.110.0 siodomen,ry [MErOSOft Windows 7. \Service ooy oo fact [product | 4160656( e COre(TM) 52310
Npodeccronamewan  [Pack 1 cPU @ 2.90GHz
humber [urer _[Name
" Microsoft Windows 7 (Service Hewett-  [HP3520 Inte(R) Core(TM) 5-3220
68 (10100110119 |NEELW-0769 10.100.110.0 sbdomen.u S 2 | as3s38s( (el CorelT
Chasss_[system [system
6 1010011012 INE-£L-W-0570 10.100.110.0 sidomenry [MICIOSOMt Windows 7 \Service |y ooy fact [product | 4193336{TEeA) COre(TM)2 Quad
Mpodeccroraneiian — [Pack 1 CPU Qo400 @ 2.66Hz
Number |urer _|Name
i Wind Hewett- [ 70 Inte(R) Core(TV) 3-2120
6 [10100110.420  [NEELW-0770 10.100.110.0 siodomen,ru |12fpocodT Windons et 13420 a0 | 4104660|MEEAR) Core(TM) -
10 KopriopaTierian Paciard 2% cPu @ 3.306Hz
Mcrosoft Windows 7 |Service: Hewett- [P0 Intel(R) Core(TM) B-3220
70 [10100110021  [NEELW-0771 10.100.110.0 sbdomen.u 3500 | 3554508,
Kopnopaveran Pack 1 packard |20 cPU @ 3.30GHz
Chasss[system [system
71 |10100110022  |NEELW-0772 10.100.110.0 siodomenry ['ICrOSOft Windows 7 \Service |y oo fact [product | 2087096|7enM(R) Dual Core CPU
Npodecconansias —|Pack 1 £5300 @ 2.60GHz
Number |urer _|Name
(Chassss[system _[system
72 [10100110023  [NEELW-0773 10.100.110.0 sbomenry WIS Wadowe 7SS leeral [manutact product | 419333 ‘é‘:j‘“gﬁg e
BTGz Number |urer _|Name
System [System .
73 [10100110025  [NEELW-0774 10.100.110.0 sbdomenry ['CrOSOft Windows 7 \Service - |Default (oot loroguct | s253392|MEEAR) COre(TM) 56100
Mpodeccroramuran  [Pack 1 [sting cPU @ 3.70GHz
e |name
[Chasss[system [system
74 [10100110426  [NEELW-0775 10.100.110.0 sbdomenqu [MErOSOft Windows 7 \Service |y ™ o fact [product | 4160656(MEEAR) COre(TM) B-2120
Mpodeccronameian  [Pack 1 cPU @ 3.30GHz
Number |urer  [Name
i System [System )
75 10100110027 |NEELW-0776 10.100.110.0 sbdomen.ry |12KPOCOST Windows DEfU | anufact [product | 226044[MEER) COrE(TH) 5-6100
10 strng cPU @ 3.606Hz
rer |name
[Chasss[system
. Microsoft Windows 7 [Service PsqL lntelR) Core(TM)2 Duo CPU
76 [10100110428  [NEELW-0777 10.100.110.0 shdomen |1 e [oocks |5 [menact |78 | a0sgaas| MO SoRTUR DY

Result

fPing | SCCM | AV

<

Puc. 1. MaccuB SCCM (o6s13atenbHble cTONONB! — [P 1 M kKomIbroTepa)

A B C D E F
AreHt

ba3sbl aBHO He TPUP! HMA | He akTy
Ne P Wma komnbiotepa

obHoBASAUCH He yCTaHOB/IeH Win He | Bepcus ABMO

= o = = paboraer = =

1 10.100.110.103 NE-EL-W-0757
2 10.100.110.104 NE-EL-W-0758 Y \
2 10.100.110.106 NE-EL-W-0759
4 10.100.110.109 NE-EL-W-0761
2 10.100.110.110 NE-EL-W-0762
6 10.100.110.111 NE-EL-W-0763 Y
7 10.100.110.112 NE-EL-W-0764 Y
8 10.100.110.115 NE-EL-W-0765 Y
9 10.100.110.116 NE-EL-W-0766
10 10.100.110.117 NE-EL-W-0767
11 10.100.110.118 NE-EL-W-0768
12 10.100.110.119 NE-EL-W-0769
13 10.100.110.12 NE-EL-W-0570 Y
14 10.100.110.120 NE-EL-W-0770
135 10.100.110.121 NE-EL-W-0771
16 10.100.110.123 NE-EL-W-0773
17 10.100.110.126 NE-EL-W-0775
18 10.100.110.127 NE-EL-W-0776
19 10.100.110.128 NE-EL-W-0777
20 10.100.110.129 NE-EL-W-0778
21 10.100.110.13 NE-EL-W-0595
22 |° 10.100.110.130 NE-EL-W-0779

Result

fPing | SCCM | AV ®

Puc. 2. Maccus AV (Bce cTon0Ousl o0s3aTelbHbIC, TaHHbIe B cTonbnax D, E, F
MOJTy4eHBI Ha dTane 06paboTKH ncxoHbIX 0T4eToB ABIIO)
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A B C D E F

Ne - 1P ~ Host -1 Answer Time - | ScanTime -

1 10.100.110.1 10.100.110.1 is alive 21.7 21.7

2 10.100.110.10 10.100.110.10 request timed out

3 10.100.110.100 10.100.110.100 request timed out

4 10.100.110.101 10.100.110.101 request timed out

5 10.100.110.102 10.100.110.102 request timed out

6 10.100.110.103 10.100.110.103 is alive 0.7 0.7

7 10.100.110.104 10.100.110.104 is alive 2.0 2.0

8 10.100.110.105 10.100.110.105 request timed out

9 10.100.110.106 10.100.110.106 is alive 0.8 0.8

10 10.100.110.107 10.100.110.107 request timed out

11 10.100.110.108 10.100.110.108 is alive 2.9 2.9

12 10.100.110.109 10.100.110.109 is alive 0.8 0.8

13 10.100.110.11 10.100.110.11 request timed out

14 10.100.110.110 10.100.110.110 is alive 0.5 0.5

15 10.100.110.111 10.100.110.111 is alive 1.2 1.2

16 10.100.110.112 10.100.110.112 is alive 0.9 0.9

17 10.100.110.113 10.100.110.113 request timed out

18 10.100.110.114 10.100.110.114 request timed out

19 10.100.110.115 10.100.110.115 is alive 0.8 0.8

20 10.100.110.116 10.100.110.116 is alive 0.6 0.6

21 10.100.110.117 10.100.110.117 is alive 0.7 0.7

22 10.100.110.118 10.100.110.118 is alive 7.5 7.5

23 10.100.110.119 10.100.110.1198 is alive 0.8 0.8

24 10.100.110.12 10.100.110.12 is alive 21.5 21.5

25 10.100.110.120 10.100.110.120 is alive 1.0 1.0

26 10.100.110.121 10.100.110.121 is alive 0.6 0.6

27 10.100.110.122 10.100.110.122 is alive 0.5 0.5

28 10.100.110.123 10.100.110.123 is alive 0.9 0.9

29 10.100.110.124 10.100.110.124 request timed out

30 10.100.110.125 10.100.110.125 is alive 0.7 0.7

31 10.100.110.126 10.100.110.126 is alive 0.7 0.7

32 10,100.110.127 10.100.110.127 is alive 0.6 0.6

33 100.110.128 10.100.110.128 is alive 0.7 0.7
Result | fPing | SCCM | AV @

Puc. 3. Maccus Scan (o6s3atensHbie cTonbipl — [P, Host, Answer)

Jtan 8. AHaIu3 pe3yabTaToB

OTtamn TakxKe He MPEACTaBISET CIOXKHOCTH. MOXXHO JenaTh Kak C UCIIOJIb30Ba-
HHUEM pa3pabOTaHHbIX VIS [eJeH ayJuTa COOTBETCTBYIOUIMX MOYJIEH MpOrpaMMEI
Ha Python, Tak m cpencTBamm 35eKTpOHHBIX TaOmuil. Pe3ynbraT mpuBeneH Ha

puc. 4.
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A B c D 3 3 [ H ! J
JE— Orknowenve 2 o s

o - (s OTuerax ABNO orcyrcrayior TROHeHME

Ne Host 1P (1-254) : scem : AV AV (wapywenus) is alive : (nnmuus zz:/ﬂr:;:\::u(em 5 oore s SCCM won {500 npoSneme: ABNIO)
254 120 254 120 108 23 129 10

1 |KNSMIR.sibd 101001101 10.100.110.1 10.100.110.1 10.100.110.1/10.100.110.1

2_|NE2438.sibd 10.100.1102[ __ 10.100.110. 10.100.110, 10.100.110.

3 10.100.110.3

4_|NE2612.sibdomen.ru 10.100.110.4] _ 10.100.110.4] _ 10.100.1104 10.100.110.4

5 10.100.110.

6 |NE2747.sibd 10.100.110.6] _ 10.100.110.6] _ 10.100.110.6 10.100.110.6

7 10.100.110.7|

8_|NES22.sibdomen.ru 10.100.110.8] _ 10.100.110.8 10.100.110.8 10.100.110.8[10.100.110.8
o] 10.100.110.9

10 10.100.110.10|

1 10.100.110.11

12_|NE-ELW-0570.sibdomen.ru | 10.100.110.12 _10.100.110.12] _ 10.100.110.12 _ 10.100.110.12 10.100.110.1 10.100.110.12

13 |NE-EL-W-0595.sibdomen.ru | 10.100.110.13| _10.100.110.13] _ 10.100.110.13|

14| NE-EL-W-0603.sibd 10.100.110.14] _ 10.100.110.14] _ 10.100.110.14 10.100.110.14]

15 10.100.110.1 10.100.110.1 10.100.110.1 10.100.110.1

16 10.100.110.16 10.100.110.16 10.100.110.16 10.100.110.16

17 10.100.110.17

18 10.100.110.18]

19 |NE-EL-W-0606.sibd 10.100.110.19|  10.100.120.19]  10.100.110.19]  10.100.110.19 10.100.110.19 10.100.110.19

20 10.100.110.20

21 |NE-ELW-0607.sibdomen.ru | 10.100.110.21] _10.100.110.21] _ 10.100.110.21] 10.100.110.21]

22 |NEELW-0608.sibdomen.ru | 10.100.110.22] _ 10.100.110.22 _ 10.100.110.22 10.100.110.22

23 |NE-EL-W-0609.sibd 10.100.110.23| _ 10.100.110. 10.100.110. 10.100.110,

2 10.100.110.24]

25 |NE-ELW-0610.sibdomen.ru | 10.100.110.25| _10.100.110.25 _10.100.110.25, 10.100.110,

26 |NE-EL-W-0611.sibdomen.ru |  10.100.110.26] 10.100.110.26] _ 10.100.110.26] _ 10.100.110.26] 10.100.110.26| 10.100.110.26

27| NE-EL-W-0612.sibd 10.100.110. 10.100.110. 10.100.110. 10.100.110.2710.100.110.

28 |NE-EL-W-0614.sibd 10.100.110, 10.100.110. 10.100.110.28| 10.100.110.28

29 |NE-ELW-0615.sibdomen.ru_| _ 10.100.110.29] _10.100.110.29| __10.100.110.29 10.100.110.29|

Result [Ping | SCCM [AV | @ <

Puc. 4. Pe3ynbTaThl aHaIH3a COCTOSHHUS KOHTPOJIS «3alIHUTa OT BPEJOHOCHOTO KOJa»

PE3YJIbTATBI U BbIBO/IbI

[Ipumenenue «Manoit apTomatu3anun» B ayaute b mossoisier cnemyroriee.

1. Cokpatuth BpeMs Ha 00pabOTKy HHPOPMAIIUHU OTEPAIIOHHOTO YPOBHSIL.

IIpuMeHeHHEe TPUBEICHHOM BBIIIE MPOrpaMMBI O3BOJISIET COKPATUTh BpeMsI Ha
MoJTyueHHe pe3ynbTaToB ayauropamu Ub.

[Mpumenenne momoOHON aBTOMATH3allMM Ha BTOPOM YPOBHE CHUCTEMBI BHYT-
PEHHETO KOHTPOJISI OpraHu3anuy (B 9aCTHOCTH, B ciryx6e 1b) ¢ momonaennem mpo-
rpaMMBbl MOAYJIEM aBTOMAaTH3UPOBAHHON BBITPY3KH AaHHBIX U3 SCCM m oTueToB
ABIIO no3BonuT B OHIaWH-PEXKHUME OCYHIECTBIISITh KOHTPONb «3aIUTHl OT BPEIO-
HOCHOTO Koma» 0e3 mpuMeHeHus noporocroammx SIEM.

2. IlomydaTs Goniee OCTOBEPHBIE PE3YIbTATHL

AHanu3 pe3yJbTaTOB IMMOKAa3aJ, 4YTO MPH TPATUIMOHHOM IIOAXOJE ayAUTOPOB
MPOUCXOUT IOTyUYeHHE HEJOCTOBEPHOM OLIEHKH COCTOSIHUS 3alllUTHI OT BpeZOoHOC-
Horo koja. Tak, HanmpuMep, UCXOAS U3 MPEICTABICHHBIX OTYETOB (pHC. 4) MOXKHO
cAenaTh BBIBOX, UyTO U3 120 aKTUBHBIX KOMIIBIOTEPOB TOJIBKO Ha 23 MMEIOTCS Mpo-
6nemer ¢ ABITIO (19.2 %). Oxnako ¢ yuerom HekoHTpoiupyembix SCCM xocToB
TaKUX KOMITIOTEPOB 44 (37 %), 4TO NPaKTUYECKH B JBa pa3a yXyALIAeT IpeIbIIy-
LU pe3ynbTar.

3. Bkirouatsb B 0071aCTh ITPOBEPKH JOTOIHUTENBEHBIE KOHTPOJIH.

ITo pesynpraTaM aHanmm3a MOJyYeHBI TPH HAONIOAEHHS BMECTO IpeIroarae-
MBIX OJHOTO-IBYX. [10 IuIaHy OIIEHKH JOJDKHBI OBITH MOJyYEHBI PE3yJIBTATHI O CO-
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CTOSIHUH KOHTPOJS «3alnTa OT BPEAOHOCHOTO Koja» B dacTu Hammuus ABIIO Ha
Bcex kommbpioTepax OA u HemocpencTBeHHOro Hanu4aus npobdiem ¢ ABITIO. Oxna-
KO OOTIOJTHUTCIIbHO MOJYYC€HbI JTaHHBIC O l'IpO6J'[eMaTI/I‘{HOM COCTOSTHUU «KOH’I’pOJ’IB
UT-undpactpykrypsi».

«Manas aBTOMaTH3aLUA» IIOMOIAaeT 3BOJIIOLUOHHOMY ABWXKEHUIO ayauta Ub B
HaIpaBJIeHNH JOCTHKEHHSI CTPATErNIECKON LIENN — KIIPOAKTHBHOCTH.
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According to the Russian standards in the field of information security management (IS),
which are authentic international standards, such as [1, 2], the organization must regularly
conduct an internal audit of the information security management system. An audit is an inde-
pendent review and evaluation of an organization's activities by analyzing and evaluating pro-
cesses, projects, reports, and products. Audit, as an activity, is not static, unchanging, it
evolves. From the point of view of leading international audit companies, in particular [3, 4],
the current stage of audit evolution is the transition from reactivity (identifying shortcomings
after the fact) to proactivity (predicting the results of actions or events before their comple-
tion). The validity of the statement for the Russian Internal Audit is confirmed by the results
of the IX National Scientific and Practical Conference [5]. The movement towards proactivity
in the audit determines the relevance of the following tasks:

1) processing up to 100 % of the information generated by the activity that is the focus of the
audit;

2) processing information in a close-to-online mode;

3) the availability of powerful tools for data analysis and modeling on their basis the further
development of the investigated events, as well as the appropriate skills of working with it
from the auditors.

When conducting audits, the auditors have a dilemma — on the one hand, they are obliged to
provide the owners/shareholders/management of the organization with data as close as possi-
ble to the reliable state of the information security management processes, information about
the identified shortcomings and recommendations for their elimination, on the other hand:
the audit time is strictly limited; unloading the initial data from the organization's information
systems takes considerable time; the data obtained from various information systems and
other sources have different, not always standard formats; the tools used have disadvantages,

* Received 12 December 2020.
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since the most frequently used spreadsheets (MSExcel, LOCalc), due to internal limitations,
are no longer able to provide the required functionality.

The above-mentioned factors, as well as other factors, such as unwillingness to cooperate, hidden
opposition of the personnel of the audited organization, evaluation of the work of auditors only
by quantitative indicators (the number of observations or the time spent on one observation), lead
to the fact that the checks are carried out superficially. At the same time, shortcomings in the in-
formation security management processes can be detected, but it becomes difficult to explain
their nature and give effective recommendations to the business auditor.

As a result, the goal of independent audits defined in GOST ISO/IEC 27002-2012 — “ensuring
confidence in the continued efficiency, adequacy and effectiveness of the organization's ap-
proach to information security management” [2] — cannot be achieved.

One of the options for eliminating some of the above-mentioned shortcomings is the use of
programs developed by the auditors themselves and designed for operational data processing,
the so-called “small automation”, during audits. This approach, although it is a low-level link
in the chain of automation of audit procedures and, nevertheless, is within the framework of
the audit development paradigm in the direction of robotization of procedures and the use of
artificial intelligence, which is discussed, for example, in the works [3, 6, 7], and also con-
firmed by the results of conferences of the Institute of Internal Auditors [8].

Keywords: audit, information security audit, information security, automation, Python
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