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Abstract 

Today, the automation of technological and business processes of an enterprise is one of the 
key trends in the development of information and communication technologies. As part of the devel-
opment of management methodology and organization of services in this area, Helpdesk and Ser-
viceDesk user support systems are becoming increasingly popular. However, most existing solutions 
do not consider the vulnerabilities of the TCP/IP protocol stack as well as the imperfection of soft-
ware and operating systems, which often complicates the activities of information technology de-
partments by loading them with routine work. This article presents the development of an automated 
system of network and system administration of Windows and Linux family operating systems, which 
includes the Helpdesk and ServiceDesk solutions functionality. The signature method of the system 
operation with the identification of the correlation of events is reviewed. An original approach to 
creating a knowledge base of the system is described. The solution was implemented using a platform 
for automated deployment and management of applications in a virtualization environment, which 
provides an additional level of reliability and fault tolerance. An algorithm for checking third-party 
software solutions for suspicious malicious activity is proposed, providing a qualitative analysis of the 
object being investigated: whether functions undeclared by the developer are present, whether any 
information is being sent to third parties, etc. A comprehensive approach to the management of the 
enterprise network infrastructure is presented. In order to ensure information security of network 
communications, encapsulated secure virtual communication channels were used. To ensure the con-
fidentiality of data on the client side, the AES-256 encryption algorithm was used. The proposed ap-
proaches are recommended for corporate computer networks which include ten or more hosts operat-
ing on the basis of the TCP / IP protocol stack and Windows / Linux family operating systems. 

Keywords: technical support, customer requests processing automation, system of user support 
and request accounting, system and network administration, Helpdesk, ServiceDesk, ITIL, ITSM 
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INTRODUCTION 

Automation of technological and business processes of an enterprise is one 
of the key trends in the development of information and communication tech-
nologies. Government agencies and commercial establishments design and im-
plement corporate computer networks based on the TCP/IP protocol stack and 
Ethernet data link layer technology. The system and network administration of 
an organization’s information infrastructure is not only a creative engineering 
task, but also an important tool for optimizing an enterprise’s business process-
es. Accordingly, it significantly influences the economic performance of the 
company, as well as the level of its competitiveness in the market. In the early 
1990s, a scientific community developed a unified approach to the management 
of information technology as a service, which should have an appropriate quali-
ty and ensure a consistently high level of user satisfaction. This methodology 
was described in the IT Infrastructure Library. In May 2007, its third edition 
was introduced, describing a new format of the services’ lifecycle. Based on 
this library, a method of managing and organizing information technology ser-
vices ITSM (IT Service Management) was developed, the key element of which 
was the user support systems: Helpdesk and ServiceDesk. The task of the first 
system was the accounting and management of user requests [1-3]. Originally, 
technical requests of a company's employees were being processed by the in-
formation technology department. Systems like ServiceDesk were a logical ex-
tension of the Helpdesk systems, expanding their functions of managing inci-
dents and service requests in all areas of the company’s activities [4]. In these 
systems, the functionality of providing feedback to users via various communi-
cation channels is implemented: e-mail, chat rooms, messengers, social net-
works, etc. This enabled forming a service-oriented service, which is a single 
point of interaction between the service provider and the user [5-7]. 

Under this topic, a lot of research and development work is carried out by 
Russian and foreign scientists, among them are Zabotina N.N., Zolnikova S.N., So-
kolov N.E., TipikinYu.A., Odintsov I.V., Makhnovsky A. and many others [8-19]. 

It is worth noting that most of the proposed algorithms and methods allow 
improving the quality of customer service and profitability of economic activity. 
However, these solutions do not consider the vulnerabilities of the TCP / IP proto-
col stack and software imperfections, including operating systems. Business inter-
ests lower the priority of high-quality technical implementation, which often com-
plicates the activities of information technology departments, loading them with 
routine work. 

Information security issues are an integral part of the task of automating tech-
nological and business processes of an enterprise. Potential damage caused by the 
breach of confidentiality of commercial data may cause irreparable economic harm 
to the company. 

1. PROBLEM STATEMENT 

The aim of the work was to develop and study an automated system of net-
work and system administration of the Windows and Linux family operating sys-
tems, including the functionality of the Helpdesk and ServiceDesk solutions. 
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An algorithm for checking third-party software solutions for suspicious mali-
cious activity needed to be developed and included in the system. In this context 
particular importance was given to the potential absence of antiviral agents on the 
client side. It was necessary to ensure both the security of network communications 
and the confidentiality of data on the client side 

2. DESIGN AND IMPLEMENTATION OF THE SYSTEM  

The development and software implementation of the proposed network and 
system administration system of the Windows and Linux family operating sys-
tems was carried out in two versions. The first version was presented as an inde-
pendent end product commissioned by a commercial holding. The second version 
was designed and implemented as a module of the system of intellectual and 
adaptive management of an enterprise’s network infrastructure developed by the 
author. 

This article presents the material of the second project implementation. At the 
design stage, the following functions of the developed system were embedded: 

 receiving and processing requests through various communication channels 
(e-mail, online chat rooms, messengers, social networks, etc.), primary communi-
cation with customers or employees of the company; 

 semantic analysis of the query text, an attempt to automatically solve the 
problem or provide a suitable article from the knowledge base; 

 evaluation of the request, delegation to the most appropriate specialist in 
the absence of the possibility of applying the solution in automatic mode; 

 accounting and tracking of requests and incidents; 
 informing customers/employees about the status of requests and the pro-

gress of their execution; 
 monitoring the level of service in accordance with the SLA agreement 

(Service Level Agreement); 
 management of the lifecycle of incidents and requests, including their clo-

sure and verification; 
 alerting, informing and coordinating employees and customers; 
 providing tools of a flexible project maintenance methodology; 
 processing and analysis of logs of the operating system and installed soft-

ware in the enterprise corporate computer network; 
 providing tools to verify third-party software solutions for suspicious mali-

cious activity in corporate computer network; 
 automatic identification and solution of local technical problems; 
 monitoring network infrastructure of the enterprise; 
 monitoring employee activity on personal computers; 
 and many others. 
The proposed original solutions in the field of system and network administra-

tion are worth considering in more detail. At first sight, processing and analyzing 
the logs of the operating system and the installed software is a rather trivial task. 
However, a simple example of the remote work of the user of the host A on the 
host B for one hour using the Remote Desktop Protocol (RDP) should be given. In 
the event log of the Windows operating system EVTX (XML Event Log) there 
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may appear more than 60 entries of entry/exit events with identical id instead of the 
expected two. 

Another interesting example is the work with the volume shadow copy ser-
vice, which can be accessed by various applications and services, including over 
the network. If this service fails, the number of events per minute can exceed 500 
units, cyclically referring to each other. To compile an objective picture of what 
happened, it is necessary to collect additional information from the system, parse, 
process and analyze it. In order to meet such objectives, an enhanced signature ap-
proach with the identification of event correlation was integrated with the system. 
The initial knowledge base was compiled in a virtualization environment based on 
the ESXi hypervisor, which had more than 10 copies of each of the popular Win-
dows and Linux family operating systems being deployed. Next, the tools of test-
ing, passive and active analysis of operating systems and applications were used. 
For local testing, additional scripts which caused failures and malfunctions were 
written to check the reliability and fault tolerance of the software. During one hun-
dred iterations of each individual network/local disturbance, the client-server mod-
el tracked the events being recorded and identified the correlation. Thus, the initial 
knowledge base was being compiled. 

Importantly, each iteration was carried out towards the reference image of the 
operating system, a return to which was driven through snapshots system. Adding 
new entries to the general knowledge base of the corporate solution is being carried 
out only on the basis of similar results from 50% of clients with the number of 
hosts with identical software from 10 units. 

This approach allowed us to perform automatic identification and solution of 
local technical problems. The situation with the problem of the receipt of the 
TCP/IP protocol stack settings by the host can serve as a simple example. The sys-
tem identifies the failure of the DHCP-client service, tracks its dependencies on 
other services and finds the one being stopped. After that the system launches them 
in the correct order and restoring the full functioning of the service. 

To implement the verification of third-party software solutions for suspicious 
malicious activity, an original algorithm was developed, shown in Figure 1. 

This algorithm provides the technician and/or technically competent user with 
a qualitative analysis of the object being investigated: whether functions unde-
clared by the developer are present, whether any information is being sent to third 
parties, etc. However, it is important to note that the algorithm does not replace a 
full-fledged audit of the program code (including that being carried out through 
disassembly). It is also not possible to detect in a closed source code a tool for hid-
den data collection or information management (backdoor), if it was in passive 
(“sleeping”) mode. 

Monitoring of the enterprise network infrastructure is being carried out using 
network management protocols and a decentralized knowledge base of participants 
in the interaction of the corporate computer network. This includes control of the 
versions of the installed software and the hardware solutions used on each device. 
This functionality is fully implemented by the system of intellectual adaptive man-
agement of the enterprise network infrastructure, developed by the author. As not-
ed previously, the network and system administration system of the Windows and 
Linux family operating systems is its integral part. The components of the client 
part of the system are illustrated in Figure 2. 
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Fig. 1. An algorithm for checking third-party software solutions for suspicious malicious 

activity 
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Fig. 2. The components of the client part of the system 

The decision to use different components in the same client software imple-
mentation was made taking into account two factors. The first is the necessity of 
ensuring the comprehensive intelligent adaptive management of the enterprise net-
work infrastructure. The second is the willingness to optimize the use of the com-
putational power pool, since most components have overlapping functionality and 
access to the same resources. It is firstly referred to the operating system and appli-
cation logs, however, in some cases, to the access to equipment. Thus, the system 
of intellectual control and management of access to information resources of a per-
sonal computer controls the connected data storage devices and used data transmis-
sion networks. The purpose of these actions is to prevent illegal copying of infor-
mation. At the same time, an automated network and system administration system 
monitors the operation of hardware resources in order to provide reliable and fault-
tolerant functioning of the host. 

During the work, the architecture of the server part of the system was de-
signed and implemented, as shown in Figure 3. 

The software solution was created using the platform for applications auto-
mated deployment and management in a virtualization environment. This ensures a 
high level of reliability and fault tolerance of the system. 
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Fig. 3. The architecture of the server part of the system 

The software implementation of the server part was performed using Python, 
Flask, C ++, Bash, Docker, Ansible on the basis of AlpineLinux OS. The client 
module for Windows family operating systems was written in the C# programming 
language using native controls from the Windows Forms .NET library. For the 
Linux family, Python and the Qt framework were used. Encapsulated virtual secure 
communication channels (VPN, Virtual Private Network) helped to ensure the pro-
tection of data transmission over the network. Depending on the project build, the 
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following technologies were used: Gate VPN, GoVPN, Tinc, Wire Guard, Free-
LAN, Open VPN, IPsec and others. Secure local data storage was provided by the 
symmetric block encryption algorithm AES-256 (Advanced Encryption Standard). 

Both during the development and afterwards, manual and automated testing of 
the developed software product (client and server parts, as well as their interaction) 
was performed. 

The developed solution significantly extends the existing systems such as 
Helpdesk and ServiceDesk. The integration of the first version of the system at the 
customer’s enterprise (with a number of hosts of more than 500 units) allowed to 
optimize the work of the information technology department and to reduce the time 
costs for system and network administration of the existing infrastructure of the 
company by 70%.The general knowledge base of the system is not updated in en-
terprises with fewer than ten hosts, which may be mentioned as a disadvantage of 
the proposed approach. Adding new entries to the general knowledge base of the 
corporate solution is carried out only on the basis of similar results from 50% of 
clients with the number of hosts with identical software from 10 units. The de-
scribed development has been registered as an object of intellectual property [20]. 

CONCLUSION 

In this paper the design and implementation of an automated network and sys-
tem administration system for Windows and Linux family operating systems, 
which includes the Helpdesk and ServiceDesk solutions functionality, is presented. 
The signature method of the operation of the system with the identification of the 
correlation of events is reviewed. An original approach to creating a knowledge 
base of the system is described. The solution was implemented using a platform for 
automated deployment and management of applications in a virtualization envi-
ronment, which provides an additional level of reliability and fault tolerance. An 
algorithm for checking third-party software solutions for suspicious malicious ac-
tivity is proposed, providing a qualitative analysis of the object being investigated: 
respective of whether functions undeclared by the developer are present or whether 
any information is being sent to third parties, etc. A comprehensive approach to the 
management of an enterprise network infrastructure is also reviewed. In order to 
ensure information security of network communications, encapsulated secure vir-
tual communication channels were used, while the AES-256 encryption algorithm 
was used to ensure data privacy on the client side. 

The proposed approaches are recommended for use in enterprise network in-
frastructure management systems with a number of hosts from ten units operating 
on the basis of the TCP/IP protocol stack and the Windows/Linux family operating 
systems. 
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На сегодняшний день автоматизация технологических и бизнес-процессов пред-
приятия является одним из ключевых трендов развития информационно-коммуника-
ционных технологий. В рамках развития методологии управления и организации услуг 
в данной сфере все большую популярность приобретают системы поддержки пользо-
вателей Helpdesk и ServiceDesk. Однако большинство существующих решений не учи-
тывают уязвимости стека протоколов TCP/IP и несовершенство программного обеспе-
чения, в том числе и операционных систем, что зачастую усложняет деятельность от-
делов информационных технологий. В данной статье представлена разработка автома-
тизированной системы сетевого и системного администрирования операционных си-
стем семейства Windows и Linux, включающей функционал Helpdesk и ServiceDesk 
решений. На обзор вынесен сигнатурный метод ее функционирования с идентифика-
цией корреляции событий. Описан оригинальный подход составления базы знаний  

                                                      
* Статья получена 18 октября 2018 г. 
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системы. Решение выполнено с использованием платформы автоматизации разверты-
вания и управления приложениями в среде виртуализации, что предоставляет допол-
нительный уровень надежности и отказоустойчивости. Предложен алгоритм проверки 
программных решений сторонних разработчиков на предмет подозрительной вредо-
носной активности, предоставляющий качественный анализ исследуемого объекта: 
присутствуют ли незадекларированные разработчиком функции, отсылается ли какая-
то информация третьим лицам и т. д. Представлен комплексный подход к управлению 
сетевой инфраструктурой предприятия. Для обеспечения информационной безопасно-
сти сетевых коммуникаций использовались инкапсулированные защищенные вирту-
альные каналы связи. Для обеспечения конфиденциальности данных на стороне клиен-
та был задействован алгоритм шифрования AES-256. Предложенные подходы реко-
мендуются к применению в корпоративных вычислительных сетях с количеством хо-
стов от десяти единиц, функционирующиx на основе стека протоколов TCP/IP, и опе-
рационных системах семейства Windows/Linux. 

Ключевые слова: техническая поддержка, автоматизация обработки запросов 
клиентов, системы поддержки пользователей и учета заявок, системное и сетевое адми-
нистрирование, Helpdesk, ServiceDesk, ITIL, ITSM 
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