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HOS{BJ’ICHI/IC HOBBIX l/lH(bopMaLll/loHHle TCXHOJ’IOI"Mﬁ U pa3sBUTUC MOIIHBIX KOMIIBIOTEPHBIX CUCTEM XpPaHCHHUS U o6pa—
60TKH HHGOPMALMH EKETOHO MOBBILIAIOT TPEOOBAHUS K YPOBHIO U d((PEKTHBHOCTU 3amuThl HHMopMaruu. Takum obpasom,
yrpos3a 3aimThl HHGOPMALMK CAeNaga cpeicTBa obecrnedeHus: MHGOPMALMOHHOH 0e30IacCHOCTH OXHOW M3 00s3aTeNbHBIX
XapaKTepUCTHK HHGOPMALMOHHON cHCTeMbl. PedeBast nHdopMaLys, LUPKYIUPYOWAsi B OMEIICHUH, 0e3 TpyJa CHUMAETC
TEXHUYECKUMH CPEACTBAMHU Pa3BEAKU C OKOH, CTCH, BEHTUJIALIMU, OTOIJIEHUS, Ja U IIPOCTO MYTEM MNPAMOIro IMOACITYUIMBaHUA.
HJ’IS{ TOro l-lT061>l KOJIMYECTBEHHO OLICHUTH BO3MOXXHOCTb YTCUYKH aKyCTH'-{eCKOﬁ MHq)OpMaLLl/ll/l 10 TEXHUYECCKUM KaHallaM, Cy-
mecTByeT psag Meronuk e€ orenku (IToxposckoro H.B., Breikosa 10.C., CanoxkoBa M.A., Al, STI, RASTI). B Poccumu 3a oc-
HOBY NPHHAT HOPMAHTHBIH MeTod. MeToauka HMeeT P HenocTaTkoB. Llenbio paboThl SIBISIOCH HCCIIENOBAHHE JOCTOBEPHO-
CTH OLICHKH 3aLUINEHHOCTH (POPCHPOBAHHOM pedeBoi HHGOPMALMU OT YTEUKHU I10 TEXHHYECKHM KaHajlaM [0 KPUTEPHIO CJIO-
BECHOH pa300pYMBOCTH U €€ YCOBEPIICHCTBOBaHUE. B cTaThe MPOBOAUTCS CPaBHEHHE 3aBUCHMOCTEH, ITOJYYSHHBIX HA OCHOBE
APTUKYJIIALUUOHHBIX l/lCl'lblTaHl/lﬁ CO CBA3HBIMH TEKCTAMH, U 3aBMCMMOCTeﬁ, pacCUUTaHHBIX I10 CyLLICCTByI'OLLICﬁ METOAUKE OLCH-
KU pa30OpYMBOCTU PEUH B YCIOBUSX (popcupoBanus pedn. [IpeaiaraloTcst BApuaHThl yCOBEPLICHCTBOBAHUS METOAUKH IIyTeM
nuHeapu3aiuy GyHKuni KodhuuneHTa BOCIPUATHS OT ypoBHs omyueHnid P(E) n clioBecHOH pa3dopuuBocTH OT GpopMaHT-
HOM W(R). IIpoBoaMTCS pacueT U aHalIW3 3aBUCHMOCTEH, IOJyYEHHBIX 110 YCOBEPLICHCTBOBAHHON METOAMKE OL[EHKH pa30op-
YHUBOCTH PEYM B 3ajladyax 3allUThl HH(OpMaLMU. B 3aKiitoueHUM MpencTaBiIeHbl OCHOBHbIE Pe3yJbTaThl PaboThl U €€ mocie-
Jlylolllee pa3BUTHE.

KiroueBble cioBa: MHbOpMALMOHHAsT 0€30MaCHOCTh, METOANKA OLCHKH 3alIMIICHHOCTH, MeToa IlokpoBckoro, pas-
GOpPYMBOCTD PEUM, TEXHHYCCKUE KaHAJIbl YTEUKH MH(POPMALUK, KOI)(ULHUCHT BOCIPHUSATHS, YPOBEHb OLIYLICHUH, JHHEeapr3a-
s, GOpcUpoBaHHas peyb

BBEJEHUE

JI71s1 OIleHKH 3alUICHHOCTH pe4eBOi MH()OPMAIUK OT YTEUKH IO TCXHHYSCKHUM KaHajlaM HC-
MOJIB3YETCs O0MIenpUHATas MeToauka [1], ocHoBaHHas Ha (opmanTHOM MeToae H.b. TTokpoBckoro
[2, 3]. JlanHas orieHKa MPOBOIUTCS MPHU aTTECTAIMU MOMEIICHUH, NpeaHa3HAYeHHbIX ISl TIPOBeie-
HUS TIeperoBopoB. [Ipu 3TOM KOMWYECTBEHHBIM MOKa3aTeleM 3alllUIIeHHOCTH SIBJISIETCS] CIIOBECHAS!
pa3bopuuBocth peun ().

Crnenyer OTMETUTh, YTO BCe 0a30BbIC 3aBUCUMOCTH, UCIIONIb3YeMbIe B MeTonuke [1], ObLIH 110-
sydeHbl [IOKpOBCKMM UTS 3a7ad, CYIICCTBEHHO OTJIUYAIOIIMXCS OT YCIOBUH 3alUThl HH()OPMAIMH

* Cmamos nonyuena 3 gespana 2014 2.
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(olleHKa KayecTBa JIMHUHA CBSI3U). B CBS3M C 3TMM K METOAMKE NPEIbSBISIIOCh MHOXKECTBO TPETEH-
3, MHOTHE U3 KOTOPBIX CKOPPEKTUPOBaHbI (ycTpaHeHsl) B padorax [4—10].

Ee oqHuM cymiecTBEHHBIM HEJOCTATKOM METOAMKH SIBIISIETCSI HEYUET BOSMOXKHOTO (hOpCHUpO-
BaHUS peud. ITOT 3P PeKT 00BSICHIETCS HENPOU3BOJILHBIM MOBBIIIEHUEM YPOBHS PeUH AUKTOpa (TO-
BOpSIILIETO) TIPU BO3JCHCTBUU HA HErO IIyMa BBICOKOW MHTEHCHMBHOCTH. TakuM 00pa3oM, YeloBeK
MIBITAETCS YCIIBIIATh COOCTBEHHYIO pe4b, OCYIECTBIISISI CAMOKOHTPOJIb. KOJIHMYECTBEHHO ATO SIBJICHUE
XapaxkTepu3yeTcs NpUpalieHHeM CyMMapHOW WHTEHCUBHOCTH PEYH B 3aBHCHMOCTH OT CyMMapHOrO
YPOBHSI [IIyMa, BO3JICUCTBYIOLIETO HAa TOBOPSIIIETO.

[oBbIlIeHNE YPOBHS peyl, BHI3BAHHOE YCUJICHHBIM HATPSDKEHHEM TOJIOCOBBIX CBSI30K, HA3bIBa-
ercst popcupoBanueM. [ToMUMO MOBBIIIEHNST OOIETO YPOBHS U CyMMapHONH WHTEHCUBHOCTH CIEKTpPa
peun, (OpCcUpOBaHUE CONPOBOXKAAETCS TAKXKE IepepacrpeeseHUeM DHEPrHud B 00IacTh BBICOKHX
4acToT, puc. 1 [3, ctp. 201, puc. 9.2].
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Puc. 1. YacToTHsl# crieKTp (OPCUPOBAHHON peun
IPH Pa3IMYHO cTeneHu GOpCUpOBaHUs

KOPPEKTHUPOBKA

Jis u3ydenust BiIusiHUSL (JOPCUPOBAHUS peud Ha pa30OpPUYMBOCTH OBUTH MOCTABJICHBI HOBEIE ap-
TUKYJISIIUOHHBIE MCIIBITAHUS, TIPH KOTOPBIX sl AoCTIKeHHs 3ddexTa popcupoBaHus BO BpeMs 3a-
IIICH PEYr JUKTOPY Yepe3 HayIIHUKHU MOAaBajCs IIYMOBOM CUTHAI TAKOTO YPOBHS, YTOOBI €My IpH-
XOAMUJIOCH CYIIECTBEHHO MOBBIIIATE TOJI0C. Pe3ynabpTaThl SKCIIEpUMEHTa IpEeICTaBIEHBl Ha pucC. 2.
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Puc. 2. DxcniepuMeHTanbHas 3aBUCHUMOCTb CIIOBECHOU pas-

6opunBoctn (W) or coorHomenust curHan/mym (C/ILD)

Jutst GeJIoro M Po30BOro LIyMa MPH UCIHOIb30BaHUH (HOPCHPO-
BaHHOI'O CIIEKTpa peuu

Jlis coroctaBiieHUs1 pe3ysibTaToB HKCIIEPUMEHTa ¢ MeToANKOH [1] ObLI mpoBezieH pacyeT aHa-
JIOTUYHBIX 3aBUCUMOCTEN /ISl OOBIYHOMN peur U (POPCUPOBAHHOM.

[Tony4yeHHble pe3yabTaThl TOBOPAT O IOJHOM PACXOXKACHUU TEOPETHUECKUX U IKCIEPUMEH-
TaJbHBIX JAHHBIX M YKa3bIBaIOT Ha HEKOPPEKTHOCTh HCIOJB30BaHMA MeTOAMKH [1] kak B ciydae
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o0braHOM peun [10], Tak u ocobenHo ¢ yueroM 3¢ dexra popcupoBanus. Bee 310 npuBoauT K HE0O-
XOIMMOCTH PAaCCMOTPEHUS M M3MEHEHUs] 0a30BBIX 3aBHCHUMOCTEH, JEXKANIMX B OCHOBE METOIUKH

OIICHKHU 3aIIUIICHHOCTH.
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Puc. 3. PacyerHas 3aBUCHMOCTb CIIOBECHOH pa300puuBOCTH
(W) or coorrowenus curHan/mym (C/I) pust Gesoro mryma
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Puc. 4. PacuerHas 3aBHCHMOCTb CJIOBECHOH pazdopumsoctu (1)
ot coorHomeHus curran/mym (C/1) anst po3oBoro nryma 1npu uc-
I0JIb30BaHUH CTAHIAPTHOT'O CIEKTPa peur U pOpPCHPOBAHHOTO

O4eBUIHBIM ITaPaMETPOM, HYXKIAIOIIUMCSI B IIEPECMOTpE, SBISETCS 3aBUCHUMOCTH Kod(duim-
eHTa Bocupusitusi oT ypoBHs omyuieHust P(E). M3BectHo, uyTO aHHAs 3aBUCHMOCTH CYLIECTBEHHO
W3MEHSIETCSl IPU BO3/ICHCTBUM Ha CITYIIATENs] CHIIBHOTO Mellatoniero myma. B meroauke [1] qanHas
3aBHCHMOCTh BhIOpaHa JJIsl cirydast (poHOBOro 1ryma cootBercrBytomero 40 n1b (akycruieckoe naB-
nenue otHocutenbHO 20 MmklIla), Torga xak B peanbHBIX YCIOBHUSIX MPOBEICHUS HEPErOBOPOB LIYM
MOXET OBITh TOpa30 BHIIIIE, & €CJIM PACCMAaTPUBATh CUTYALIMIO C TOUYKH 3PEHUs IepexBaTta HHpopMa-
LMK, TO JOOABIISETCS eIlle U MACKUPYIOIINH [IIYM OT CPEJICTB AKTUBHOM 3aIIIUTHI.

Pacuernblie uccnenoBanus u yuet BiusiHus P(E) Ha mokaszarens pa300pYMBOCTH pevn Aajiu HU-
JKECJIEYIOIMe 3aBUCUMOCTH ISl IBYX CIydaeB: oObIuHas peub U (popcupoBanHas. Ha puc. 5 npuso-
JTUTCSI COITOCTABIICHNE NCXOHOM 3aBUCMMOCTH ¥ BHOBb TIOJTyUEHHBIX.
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B anamutiyeckoit hopMe HOBbIE 3aBUCHMOCTH BBIPAXKAIOTCS CICAYIOUIUM 00pa3oM:

0.1- E+1.65, ecmn E £ -6.5;
P(E)=41, ecmu E > —6.5;
0, ecmn E <—16.5.

Panee GbUTO TIOKA3aHO, YTO JMHEAPU3AIMs HE MPUBOANT K UCKAKEHHUIO PE3YILTATOB, BMECTE C
TEM, YOPOIIAeT PACYETHYIO YacTh METOAUKH, YMEHbIIas IIOTPEIIHOCTh KOCBEHHBIX H3MEPEHUM
[9,10]

Taxxe 1ieecoo0pa3Ha TMHEApU3aIMK 3aBUCHMOCTH CJIIOBECHON pa3bopuuBoctd (W) ot dop-
MaHTHOH (R).
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Puc. 6. icxonHas 3aBUCUMOCTb TOKa3aTeJIsl CIIOBECHOM
paszbopunBocta (W) ot popmanTHO# (R)

Ha yuactke 3Hauenuit W or 0 mo 0.6 3aBUCHMOCTH BeneT ceOsl mpakTHdecku JuHeiHo. [Ipu
3TOM B paborax XopeBa A.A. OKa3aHO, YTO JUIA 3a7a4 3alUThl HHPOPMAIIUU Pa300pUUBOCTE OOJIb-
mie 0.6 paBHOIICHHA HE3AIUIICHHON peueBoi HHPOpMAaIUH.

VYuuThIBasi BBINIECKAa3aHHOE, IMpeAiaraercs 3aMeHUTh (QyHkuuio W(R) Ha 3aBHCHMOCTH Clie-
nyroliero Buaa (puc. 7):

6-R, ectu R<0.1;
1, ecmu R >0.1.

X(R) ={

R
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Puc. 7. JInHeapu3oBaHHasl 3aBUCHMOCTb I10Ka3aTellsl 3allUILCH-
HOCTH aKyctudeckod mHpopmanuu (X) oT ¢popMaHTHOH pazdop-
YUBOCTH peuH (R)

PacueTs! 10 CKOPPEKTHPOBAHHBIM 3aBUCUMOCTSIM ()11 OOBIYHOM peur U POPCUPOBAHHOMN) aJIn
CJIeIyIONINe PE3YJIbTaThl, COMIOCTABUMBIE C TIOTYYEHHBIMU TP aPTUKYIISIITUOHHBIX UCIIBITAHUSIX.
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Puc. 8. 3aBucumocTy 1okasaTelns 3alUIIEHHOCTH (X) OT COOTHOIICHUS

curnan/mym (C/I) pa Genoro 1 po3oBOro MIyMoB IIPH HCIIONB30BaHUK

(OpCUPOBAHHOrO CHEKTpa pedd IO Pe3ylbTaTaM apTHKYISLMOHHBIX
UCIBITAaHUH M PACCUUTAHHBIE IO OOHOBJICHHBIM 3aBHCHMOCTSIM

3AK/IIOYEHHUE

Takum 00pa3oM, MoTy4eHHbIE Pe3yIbTaThl CBHETENBCTBYIOT O OOJIBIIEM COOTBETCTBUH IONY-
YEHHOH METOIMKH 3a/iauyaM 3amuThl HHGOPMAIMH, U TapaHTHU Oe30MacHOCTH MPOBEICHUS Iepe-
TOBOPOB HEOOXOJMMO IPOBOAMTH pacyeT MO CKOPPEKTUPOBAHHONW METOAMKE /s JBYX CIIydacB
(oObrynast M GopcupoBaHHas peub). CTOMT OTMETHTB, YTO CYIIECTBEHHO YIPOLIEHBI pacueTHbIe (op-
MYJIBL.
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The emergence of new information technologies and the development of powerful computer systems of informa-
tion storage and processing toughen requirements to the level and efficiency of information security every year. Thus, a
threat of information leakage made providing information security one of the obligatory characteristics of any informa-
tion system. Such indoor audio information is easily taken by technical intelligence means from windows, walls, venti-
lation and heating systems and also simply by eavesdropping. There are various methods to estimate quantitatively the
possibility of acoustic information leakage through engineering channels (e.g. Pokrovsky’s, Bykov’s, Sapozhkov’s
techniques as well as Al, STI, RASTI). In Russia the formant method is mostly used. This method has some shortcom-
ings. According to the aforesaid, the purpose of the work is to study the reliability of assessment of forced speech in-
formation security against leakage through engineering channels by the verbal legibility criterion and its improvement.
The paper compares the relationships derived from articulation tests with coherent text, and the calculated dependences
of the current method of assessing speech intelligibility for forced speech. Some options to improve these methods by
the linearization of the perception coefficient functions of the sensation level P(E) and verbal articulation of the formant
legibility W(R) are proposed. The calculation and analysis of the relationships obtained by the improved method of as-
sessing speech intelligibility in the problems of information security have been made. In conclusion, the main results of
the work and its subsequent development are also presented.

Keywords: information security, security assessment methodology, Pokrovsky’s method, speech intelligibility,
technical channels of information leakage, the coefficient of perception, level of sensation, linearization, forced speech
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